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Candidate Details
[bookmark: _Toc436753917]Assessment – BSBITU305: Conduct online transactions
The learners must complete the following activities and hand them into you for marking. This forms part of the learner’s assessment for BSBITU305: Conduct online transactions. The initial activities are formative – the Skills and Knowledge and Major Activities are summative but all should show the learner’s knowledge of the unit. The activities should be completed in a suitable environment, whether that is a classroom, training environment or an appropriate workplace location. 
Name: 		_____________________________________________________________
Address:	_____________________________________________________________
		_____________________________________________________________
Email:		_____________________________________________________________
Employer:	_____________________________________________________________
Declaration
I declare that no part of this assessment has been copied from another person’s work with the exception of where I have listed or referenced documents or work and that no part of this assessment has been written for me by another person.
Signed:		____________________________________________________________
Date:		____________________________________________________________
If activities have been completed as part of a small group or in pairs, details of the learners involved should be provided below:
This activity workbook has been completed by the following persons and we acknowledge that it was a fair team effort where everyone contributed equally to the work completed. We declare that no part of this assessment has been copied from another person’s work with the exception of where we have listed or referenced documents or work and that no part of this assessment has been written for us by another person.
Learner 1:	____________________________________________________________
Signed:		____________________________________________________________
Learner 2:	____________________________________________________________
Signed:		____________________________________________________________
Learner 3:	____________________________________________________________
Signed:		____________________________________________________________
[bookmark: _Toc436753918]
Competency Record to be completed by Assessor
Learner Name:		_______________________________________________________
Date of Assessment:	_______________________________________________________
The learner has been assessed as competent in the elements and performance criteria and the evidence has been presented as:
	
	Assessor Initials

	Authentic
	

	Valid
	

	Reliable
	

	Current
	

	Sufficient
	



Learner is deemed: 		COMPETENT		NOT YET COMPETENT (Please circle)

If not yet competent, date for re-assessment:		____________________________________

Comments from Trainer / Assessor:
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Assessor Signature:		________________________________________________________
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Activities
[bookmark: _Toc436753920]Activity 1A
	Estimated Time
	45 Minutes

	Objective
	To provide you with an opportunity to undertake online research to identify suppliers of required products/services.

	Activity
	On your own, or in a group if possible, compile a report of potential suppliers for the product/services you are likely to require in your organisation. 

Include:

· The product/service you require
· Where you found the supplier (website/recommendations)
· How the supplier will meet your organisational requirements.

The learner should show that they can research suppliers relevant to their needs, considering organisational requirements.

An example would be:

· The product/service you require – caterers 
· Where you found the supplier (website/recommendations) –www.westaustraliancaterers.com.au
· How the supplier will meet your organisational requirements – they will supply catering to all attendees for a conference we are hosting
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Activity 1B
	Estimated Time
	30 Minutes

	Objective
	To provide you with an opportunity to assess service provider confidentiality, security and privacy facilities in accordance with individual and organisational requirements.

	Activity
	Using previous experience or examples from your instructor, comment on the assessment of confidentiality, security and privacy facilities when dealing with suppliers. 

	
	How have you assessed these facilities? What measures were put in place by the online supplier?

	Confidentiality
	








	Security
	








	Privacy
	










The learner should be able to assess security measure in order to ensure that the organisation’s information is safely handled. They may refer to measures outlined in the learner guide such as authentication services, disclaimers, firewall protection etc. 

Confidentiality , security and privacy  may include:

· Access to independent reviews of financial services such as:
· Australian Competition and Consumer Commission (ACCC)
· Financial Planning Association of Australia (FPA)
· Authentication services
· Disclaimers
· Firewall protection
· Jurisdiction
· Level of encryption
· Limit of liability
· Personal identification number (PIN)
· Physical site security of web server
· Receipting
· Terms and conditions of website use
· Use of 'cookies' - small files automatically downloaded from a web server to the computer of someone browsing a website - information stored in cookies can be accessed any time computer returns to the site
· User name and password
· Warranties
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	Estimated Time
	30 Minutes

	Objective
	To provide you with an opportunity to assess potential products/services for authenticity.

	Activity
	In order to confidently assess products/services, you need to know a lot about the supplier. Comment on the following elements (based on a company you have already dealt with or using an example given to you) then write a brief explanation of whether or not you think the products/services are authentic. 

Answers will vary but an example company is described below:

Description of the company and any certifications/registrations/licenses they hold:

A multinational technology company that designs and sells consumer electronics, computer software and online services.

Where are the products/services sourced from?

China, Europe

What are others’ opinions of the supplier? You could ask a boss, colleague or other customer.

They see them as a trendy and reliable brand, but perhaps somewhat overpriced for their services. They are the leader in their field.

Did the information you found online match the service you received?

Yes.

Justify why the supplier is (or isn’t) authentic.

It delivered the requested services on (or before the agreed date), for the agreed purchase price. The quality of the products matched what was advertised.

The learner should demonstrate independent judgement when commenting on the authenticity of suppliers, including the methods they use to establish authenticity.
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	Estimated Time
	30 Minutes

	Objective
	To provide you with an opportunity to confirm organisational requirements for products/services to be obtained and to ensure authentication information is secured in accordance with organisational requirements.

	Activity
	Using an example of a transaction you have made, detail the organisational requirements that are essential for your transaction and the authentication information that is needed to protect your transaction.

	Products/services to be obtained
	Organisational requirements
	Authentication information

	















	
	



The learner should be able to identify organisational requirements that meet standards and explain how authentication information and methods used to make the transaction more secure - for example, 3-D Secure services. 

[bookmark: _Toc436747876]Organisational requirements may relate to:

· Financial services 
· Goods 
· Insurance 
· Loans 
· Shares 

[bookmark: _Toc436747877]Authentication information may include:

· Log in details
· Verified by VISA
· MasterCard SecureCode
· Other 3D secure services
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	Estimated Time
	30 Minutes

	Objective
	To provide you with an opportunity to use appropriate online functions to obtain required products/services.

	Activity
	What types of online functions are available for obtaining products/services?

Answers may include websites, personal accounts, secure online payments such as PayPal or accounts with the supplier, online licenses for services. 
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	Estimated Time
	40 Minutes

	Objective
	To provide you with an opportunity to report any difficulties in accessing or using online facilities to the service provider. 

	Activity
	You have difficulties with the following. How could this hinder your efforts to complete an online transaction? How would you aim to resolve the issue?

	Difficulty
	How could it hinder online transactions?
	How would you aim to resolve the issue?

	Data privacy
	User details could be leaked to third parties

	Implement data encryption and switch to an https server.

	Authenticating or verifying supplier
	User transaction may not go through


	Use an established supplier for transactions, with a good reputation

	Network failure
	Users can’t access website to purchase goods


	Contact service provider or have a backup server in place for such occurrences

	Site security
	User/company details could be leaked to third parties

	Implement data encryption and switch to an https server.

	Problems with the checkout process
	User transaction may not go through






	Use an established supplier, e.g. MasterCard SecureCode



The learner should show an awareness of the issues that can arise when completing online transactions. They should understand the serious nature of issues such as security breaches, data privacy and working with an authentic supplier. Ultimately, they should never aim to deal with a difficulty on their own as they should pass it on to a service provider with more knowledge.
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	Estimated Time
	45 Minutes

	Objective
	To provide you with an opportunity to complete transaction and ensure products/services are received in accordance with terms of online transaction. 

	Activity
	Complete an online transaction in your workplace setting, and keep a record of the terms of the transaction. This may include delivery of an item, receipt and legislative guidelines. 

Provide evidence of the transaction by keeping all relevant documents.

The learner should be able to complete a transaction online and identify the payment and delivery methods as well as legislation protecting the consumer (for example, the Competition and Consumer Act 2010). 
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	Estimated Time
	45 Minutes

	Objective
	To provide you with an opportunity to maintain records of transactions in accordance with organisational policy, procedures and level of authority and to compare organisational records with online records and deal with irregularities according to organisational policy and procedures. 

	Activity
	Collect three records of online transactions and fill in the information in the table: 

	Record collected
	How is it maintained in accordance with organisational policy?
	What common irregularities might you encounter?

	e.g. Customer purchase





	Organisational policy and procedures may involve:
· Processes for various tasks 
· Ethical guidelines
· Legal and organisational policies
· Structure of staff including management systems
· Security, privacy and confidentiality.

	May include:
· Errors in bank charges
· Source documents being incorrect
· Documentation may be inaccurate
· Purchase and sales invoices may not be correct.


	





	
	

	





	
	



Do the records you have collected effectively aid the records maintained online?

The learner should demonstrate the ability to collect records and identify their company’s specific organisational policies. They should be able to address common irregularities in records, such as errors in bank charges, incorrect source documents etc. 
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	Estimated Time
	30 Minutes

	Objective
	To provide you with an opportunity to review obtained products/services rendered to determine quality, timeliness and level of customer service in relation to advertised profile and to make recommendations regarding continued or future use of online service provider, as supported by transaction history.

	Activity
	Review your products/services that have been obtained (using most recent example or one given to you) focusing on the following elements:

· Quality
· Timeliness
· Level of customer service
· Advertised profile

Write a brief summary of the reasons you may or may not recommend continued use of the online service provider, using the transaction history as evidence. 

The learner should be able to make judgements on the effectiveness of the supplier in order to make further decisions. Comments on the elements should directly relate to experience and the workplace context. 

[bookmark: _GoBack]Products/services may include:

· Financial services
· Goods
· Insurance
· Loans
· Shares
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	Estimated Time
	45 Minutes

	Objective
	To provide you with an opportunity to demonstrate your knowledge of the foundation skills, knowledge evidence and performance evidence.

	Activity
	Complete the following individually and attach your completed work to your workbook.

The answers to the following questions will enable you to demonstrate your knowledge of:
Learning
Reading
Writing
Oral communication
Navigate the world of work
Interact with others
Get the work done
Key provisions of relevant legislation that affect aspects of business operations
Policies and procedures relating to use of internet and online purchasing
Service provider requirements
Legal and ethical requirements relating to a range of online transactions

Answer each question in as much detail as possible, considering your organisational requirements for each one. Upload a signed record of observation for these tasks.

All answers will vary depending on the learner and the organisation they work for but the learner should be able to answer each question competently.

1. Investigate the service providers currently used in your workplace. Compile a list of the current suppliers and research a number of potential new suppliers that you believe will meet the needs of your products/services required. 

Answers will depend on learner sand their workplace, but suppliers  may include:

· Banks or other financial institutions
· E-auction
· E-brokerage service
· E-mail
· E-procurement service
· E-shop
· Third party marketplace

2. Perform an online transaction to show your ability to work successfully and adhere to relevant legislation and policies relating to the use of online purchasing. 

The learner should demonstrate that they can do the following:

· Confirm organisational requirements for products/services to be obtained
· Ensure authentication information is secured in accordance with organisational requirements
· Use appropriate online functions to obtain required products/services
· Report any difficulties in accessing or using online facilities to the service provider
· Complete transaction and ensure products/services are received in accordance with terms of online transaction

3. Present examples of both organisational records and online records and compare how organisational policies have been implemented. You should demonstrate your knowledge of how legislation affects the aspect of maintaining records in the workplace.

Organisational records may include:

· Files
· Volumes
· Individual documents
· Tapes
· Videos
· Emails

Online records may include:

· Transactions
· Emails
· Complaints
· Databases 

Legislation that needs to adhered to may include:

· Archives Act
· Freedom of Information Act
· Australian Information Commissioner Act
· Privacy Act
· Evidence Act
· Electronic Transactions Act
· Financial Management and Accountability Act
· Public Governance, Performance and Accountability Act 2013
· Crimes Act
· Identifying records management requirements in other legislation

4. Describe the legislative requirements your organisation upholds when maintaining records of online transactions. 

The learner should mention Australian Consumer Law requirements.

Organisational policy and procedures may involve:
· Processes for various tasks 
· Ethical guidelines
· Legal and organisational policies
· Structure of staff including management systems
· Security, privacy and confidentiality.

Discrepancies they may encounter include:
· Errors in bank charges
· Source documents being incorrect
· Documentation may be inaccurate
· Purchase and sales invoices may not be correct.
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	Estimated Time
	1 Hour

	Objective
	To provide you with an opportunity to demonstrate your knowledge of the entire unit.

	Activity
	This is a major activity – you should let the learners know whether they will complete it during class or in their own time.
Completed answers should be attached to the workbook.
They must individually, answer the following questions in full to show their competency of each element:
1. Identify and investigate online service provider
2. Perform online transactions
3. Maintain records of online transactions
4. Review online transactions

1. Write a short ‘top tips’ guide for a trainee, explaining the key factors in identifying and investigating online service providers in order to make online transactions as fluid and efficient as possible. You can include examples from your own experience in addition to referring to regulations surrounding confidentiality, security and privacy.

The learner should explain how to search for companies that meet organisational requirements including security measures in place by suppliers. The learner may also wish to draw upon experiences – giving hints relating to the best places to search for suppliers and how to know whether they are reliable sources. 

2. Describe the importance of ensuring that authentication information is secured. 

Authentication relates to each step of the process of conducting online transactions. The learner should refer to methods of authentication such as 3D Secure services as well as personal login details, firewall protection, encryption and so on. 

3. Conduct an observation of a colleague (or someone else in your organisation) performing an online transaction. 
Make notes on:
· The online functions they use to complete the transaction
· The security measures they encounter
· Any legislative requirements that apply
· How do they follow up the transaction? Make a note of the documentation they possess that keeps track of the purchase. 

Each observation will depend on the circumstances and the transaction being made. The learner should be able to identify different steps of the process and cement their knowledge of how to conduct an online transaction, including communications with the supplier, legislation and maintaining records.
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