Office of Industrial Relations
Workplace Health and Safety Queensland

RISK MANAGEMENT

LEARNING OUTCOME

Apply and implement risk management strategies and administer systems to control hazards in the
workplace.

ASSESSMENT CRITERIA

Identification

¢ Identify general types of hazards in accordance with statutory requirements and best practice.
¢ Identify workplace hazards by dividing them into logical workplace groupings.
¢ Identify the risks associated with each hazard.
Risk assessment
¢ Determine the level of risk in accordance with statutory requirements.
e Prioritise the risks based on their risk score.
Risk control
e Use the Hierarchy of Control to adequately manage the exposure to risk.
e Select the appropriate control measure.
Monitoring and review
e Determine whether the chosen control measures have been implemented as planned.
e Determine whether the chosen control measures are working.
e Determine whether the chosen control measures have created new problems.
e Set a date to review the entire workplace health and safety risk management process.

REFERENCES

e Work Health and Safety Act 2011, section 17
e Work Health and Safety Regulation 2011 Part 3.1, section 32
e How to Manage Work Health and Safety Risks Code of Practice 2011
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How to Manage Work Health and Safety Risks Code of Practice 2011
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https://www.worksafe.qld.gov.au/__data/assets/pdf_file/0003/58170/Manage-WHS-risks-COP-2011.pdf

RISK MANAGEMENT

WHO HAS THE RESPONSIBILITY FOR MANAGING WORK HEALTH AND SAFETY
RISKS?

The Act and Regulations require persons who have a duty to ensure health and safety to
‘manage risks’ by eliminating health and safety risks so far as is reasonably practicable, and
if it is not reasonably practicable to do so, to minimise those risks so far as is reasonably
practicable.

Persons conducting a business or undertaking will have health and safety duties to
manage risks if they:

¢ engage workers to undertake work for them, or if they direct or influence work carried
out by workers

e may put other people at risk from the conduct of their business or undertaking

¢ manage or control the workplace or fixtures, fittings or plant at the workplace

e design, manufacture, import or supply plant, substances or structures for use at a
workplace

e install, construct or commission plant or structures at a workplace.

Deciding what is ‘reasonably practicable’ to protect people from harm requires taking into
account and weighing up all relevant matters, including:

the likelihood of the hazard or risk concerned occurring

the degree of harm that might result from the hazard or risk

knowledge about the hazard or risk, and ways of eliminating or minimising the risk
the availability and suitability of ways to eliminate or minimise the risk, and

after assessing the extent of the risk and the available ways of eliminating or
minimising the risk, the cost associated with available ways of eliminating or minimising
the risk, including whether the cost is grossly disproportionate to the risk.

The process of managing risk described in this code will help you decide what is reasonably
practicable in particular situations so that you can meet your duty of care under the WHS laws.

Officers (for example company directors) must exercise due diligence to ensure that the
business or undertaking complies with the Act and Regulations. This includes taking
reasonable steps to:

e gain an understanding of the hazards and risks associated with the operations of the
business or undertaking

e ensure that the business or undertaking has and uses appropriate resources and
processes to eliminate or minimise risks to health and safety.

A person can have more than one duty and more than one person can have the same duty at
the same time.

MEANING OF KEY TERMS

Hazard means a situation or thing that has the potential to harm a person. Hazards at work
may include: noisy machinery, a moving forklift, chemicals, electricity, working at heights, a
repetitive job, bullying and violence at the workplace.
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Risk is the possibility that harm (death, injury or illness) might occur when exposed to a
hazard.

Risk control means taking action to eliminate health and safety risks so far as is reasonably
practicable, and if that is not possible, minimising the risks so far as is reasonably
practicable. Eliminating a hazard will also eliminate any risks associated with that hazard.

WHAT IS INVOLVED IN MANAGING RISKS?

Management commitment

Effective risk management starts with a commitment to health and safety from those who
operate and manage the business or undertaking. You also need the involvement and
cooperation of your workers, and if you show your workers that you are serious about health
and safety they are more likely to follow your lead.

To demonstrate your commitment, you should:

e getinvolved in health and safety issues
e invest time and money in health and safety
e ensure health and safety responsibilities are clearly understood.

A step-by-step process

A safe and healthy workplace does not happen by chance or guesswork. You have to think
about what could go wrong at your workplace and what the consequences could be. Then you
must do whatever you can (in other words, whatever is ‘reasonably practicable’) to eliminate
or minimise health and safety risks arising from your business or undertaking.

This process is known as risk management and involves the below four steps set out in the
How to manage work health and safety risks — Code of Practice 2011:

identify hazards — find out what could cause harm

e assess risks if necessary — understand the nature of the harm that could be caused
by the hazard, how serious the harm could be and the likelihood of it happening

e control risks — implement the most effective control measure that is reasonably
practicable in the circumstances

e review control measures to ensure they are working as planned.

Many hazards and their associated risks are well known and have well established and
accepted control measures. In these situations, the second step to formally assess the risk is
unnecessary. If, after identifying a hazard, you already know the risk and how to control it
effectively, you may simply implement the controls.

Risk management is a proactive process that helps you respond to change and facilitate
continuous improvement in your business. It should be planned, systematic and cover all
reasonably foreseeable hazards and associated risks.

Consulting workers
Consultation involves sharing of information, giving workers a reasonable opportunity to

express views and taking those views into account before making decisions on health and
safety matters.
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Consultation with workers and their health and safety representatives is required at each step
of the risk management process. By drawing on the experience, knowledge and ideas of
workers you are more likely to identify all hazards and choose effective control measures.

Consulting, co-operating and co-ordinating activities with other duty holders

Sometimes you may share responsibility for a health and safety matter with other business
operators who are involved in the same activities or who share the same workplace. For
example, if you engage workers as part of your workforce you share a duty of care to these
workers with the business that provides them. In these situations, you must discuss the
hazards and risks associated with the work and what precautions will be taken with the on-
hire firm.

Guidance on consultation is available in the Work Health and Safety Queensland Code
of practice: Work health and safety consultation, co-operation and co-ordination.

When should a risk management approach be used?

Managing work health and safety risks is an ongoing process that is triggered when any
changes affect your work activities. You should work through the steps in the How to manage
work health and safety risks — Code of Practice 2011 when:

starting a new business or purchasing a business

changing work practices, procedures or the work environment

purchasing new or used equipment or using new substances

planning to improve productivity or reduce costs

new information about workplace risks becomes available

responding to workplace incidents (even if they have caused no injury)

responding to concerns raised by workers, health and safety representatives or others
at the workplace

e required by the Regulations for specific hazards.

It is also important to use the risk management approach when designing and planning
products, processes or places used for work, because it is often easier and more effective to
eliminate hazards before they are introduced into a workplace by incorporating safety features
at the design stage.
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STEP 1: HOW TO IDENTIFY HAZARDS

Identifying hazards in the workplace involves finding things and situations that could potentially
cause harm to people. Hazards generally arise from the following aspects of work and their
interaction:

physical work environment

equipment, materials and substances used
work tasks and how they are performed
work design and management.

The table below lists some common types of workplace hazards. Some hazards are part of
the work process, such as mechanical hazards, noise or toxic properties of substances. Other
hazards result from equipment or machine failures and misuse, chemical spills and structural
failures. A piece of plant, substance or a work process may have many different hazards. Each
of these hazards needs to be identified. For example, a production line may have dangerous
moving parts, noise, hazards associated with manual tasks and psychological hazards due to
the pace of work.

Hazard

Potential Harm

Manual Tasks

Overexertion or repetitive movement can cause muscular
strain

Gravity Falling objects, falls, slips and trips of people can cause
fractures, bruises, lacerations, dislocations, concussion,
permanent injuries or death

Electricity Potential ignition source. Exposure to live electrical wires can

cause shock, burns or death from electrocution

Machinery and equipment

Being hit by moving vehicles, or being caught by moving parts
of machinery can cause fractures, bruises, lacerations,
dislocations, permanent injuries or death

Hazardous Chemicals

Chemicals (such as acids, hydrocarbons, heavy metals) and
dusts (such as asbestos and silica) can cause respiratory
illnesses, cancers or dermatitis

Extreme Temperatures

Heat can cause burns, heat stroke or fatigue Cold can cause
hypothermia or frost bite

Noise Exposure to loud noise can cause permanent hearing damage
Radiation Ultra violet, welding arc flashes, micro waves and lasers can
cause burns, cancer or blindness
Biological Micro-organisms can cause hepatitis, legionnaires’ disease, Q

fever, HIV/AIDS or allergies

Psychosocial hazards

Effects of work-related stress, bullying, violence and work-
related fatigue

HOW TO FIND HAZARDS

Inspect the workplace

Regularly walking around the workplace and observing how things are done can help you
predict what could or might go wrong. Look at how people actually work, how plant and
equipment is used, what chemicals are around and what they are used for, what safe or unsafe
work practices exist as well as the general state of housekeeping.

Things to look out for include the following:
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e Does the work environment enable workers to carry out work without risks to health
and safety (for example, space for unobstructed movement, adequate ventilation,
lighting)?

e How suitable are the tools and equipment for the task and how well are they
maintained?

o Have any changes occurred in the workplace which may affect health and safety?

Hazards are not always obvious. Some hazards can affect health over a long period of time
or may result in stress (such as bullying) or fatigue (such as shiftwork). Also think about
hazards that may be brought into your workplace as new, used or hired goods (for example,
worn insulation on a hired welding set). As you walk around, you may spot straightforward
problems and action should be taken on these immediately, for example cleaning up a spill. If
you find a situation where there is immediate or significant danger to people, move those
persons to a safer location first and attend to the hazard urgently.

Make a list of all the hazards you can find, including the ones you know are already being
dealt with, to ensure that nothing is missed. You may use a checklist designed to suit your
workplace to help you find and make a note of hazards.

Consult workers

Ask workers about any health and safety problems they have encountered in doing their work
and any near misses or incidents that have not been reported.

Worker surveys may also be undertaken to obtain information about matters such as
workplace bullying, as well as muscular aches and pains that can signal potential hazards.

Review available information

Information and advice about hazards and risks relevant to particular industries and types of
work is available from regulators, industry associations, unions, technical specialists and
safety consultants.

Manufacturers and suppliers can also provide information about hazards and safety
precautions for specific substances (safety data sheets), plant or processes (instruction
manuals).

Analyse records of health monitoring, workplace incidents, near misses, worker complaints,
sick leave and the results of any inspections and investigations to identify hazards. If someone
has been hurt doing a particular task, then a hazard exists that could hurt someone else.
These incidents need to be investigated to find the hazard that caused the injury or illness.
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STEP 2: HOW TO ASSESS RISK

A risk assessment involves considering what could happen if someone is exposed to a hazard
and the likelihood of it happening. A risk assessment can help you determine:

how severe a risk is

whether any existing control measures are effective
what action you should take to control the risk

how urgently the action needs to be taken.

A risk assessment can be undertaken with varying degrees of detail depending on the type of
hazards and the information, data and resources that you have available. It can be as simple
as a discussion with workers or involve specific risk analysis tools and techniques
recommended by safety professionals.

When should arisk assessment be carried out?

A risk assessment should be done when:
o there is uncertainty about how a hazard may result in injury or iliness
e the work activity involves a number of different hazards and there is a lack of
understanding about how the hazards may interact with each other to produce new or
greater risks
e changes at the workplace occur that may impact on the effectiveness of control
measures.

A risk assessment is mandatory under the Regulations for high risk activities such as entry
into confined spaces, diving work and live electrical work.

Some hazards that have exposure standards, such as noise and airborne contaminants, may
require scientific testing or measurement by a competent person to accurately assess the risk
and to check that the relevant exposure standard is not being exceeded (for example, by using
noise meters to measure noise levels and using gas detectors to analyse oxygen levels in
confined spaces).

A risk assessment is not necessary in the following situations:

e Legislation requires some hazards or risks to be controlled in a specific way — these
requirements must be complied with.

e A code of practice or other guidance sets out a way of controlling a hazard or risk that
is applicable to your situation and you choose to use the recommended controls. In
these instances, the guidance can be followed.

o There are well-known and effective controls that are in use in the particular industry,
that are suited to the circumstances in your workplace. These controls can simply be
implemented.

How to do arisk assessment

All hazards have the potential to cause different types and severities of harm, ranging from
minor discomfort to a serious injury or death.

For example, heavy liquefied petroleum gas (LPG) cylinders can cause muscular strain when
they are handled manually. However, if the cylinder is damaged causing gas to leak which is
then ignited, a fire could result in serious burns. If that leak occurs in a store room or similar
enclosed space, it could result in an explosion that could destroy the building and kill or injure
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anyone nearby. Each of the outcomes involves a different type of harm with a range of
severities, and each has a different likelihood of occurrence.

Work out how severe the harm could be

To estimate the severity of harm that could result from each hazard you should consider the
following questions:

e What type of harm could occur (e.g. muscular strain, fatigue, burns, laceration)? How
severe is the harm? Could the hazard cause death, serious injuries, illness or only
minor injuries requiring first aid?

e What factors could influence the severity of harm that occurs? For example, the
distance someone might fall or the concentration of a particular substance will
determine the level of harm that is possible. The harm may occur immediately
something goes wrong (e.g. injury from a fall) or it may take time for it to become
apparent (e.g. illness from long-term exposure to a substance).

¢ How many people are exposed to the hazard and how many could be harmed in and
outside your workplace? For example, a mobile crane collapse on a busy construction
site has the potential to kill or injure a large number of people.

e Could one failure lead to other failures? For example, could the failure of your electrical
supply make any control measures that rely on electricity ineffective?

¢ Could a small event escalate to a much larger event with more serious consequences?
For example, a minor fire can get out of control quickly in the presence of large
amounts of combustible materials.

Work out how hazards may cause harm

In most cases, incidents occur as a result of a chain of events and a failure of one or more
links in that chain. If one or more of the events can be stopped or changed, the risk may be
eliminated or reduced.

One way of working out the chain of events is to determine the starting point where things
begin to go wrong and then consider: ‘If this happens, what may happen next?’ This will
provide a list of events that sooner or later cause harm.

In thinking about how each hazard may cause harm, you should consider:
o the effectiveness of existing control measures and whether they control all types of
harm
¢ how work is actually done, rather than relying on written manuals and procedures
¢ infrequent or abnormal situations, as well as how things are normally meant to occur.

e Consider maintenance and cleaning, as well as breakdowns of equipment and failures
of health and safety controls.

Work out the likelihood of harm occurring

The likelihood that someone will be harmed can be estimated by considering the following:
e How often is the task done? Does this make the harm more or less likely?
e How often are people near the hazard? How close do people get to it?
o Has it ever happened before, either in your workplace or somewhere else? How often?
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STEP 3: HOW TO CONTROL RISK

The most important step in managing risks involves eliminating them so far as is reasonably
practicable, or if that is not possible, minimising the risks so far as is reasonably practicable.

In deciding how to control risks you must consult your workers and their representatives who
will be directly affected by this decision. Their experience will help you choose appropriate
control measures and their involvement will increase the level of acceptance of any changes
that may be needed to the way they do their job.

There are many ways to control risks. Some control measures are more effective than others.

You must consider various control options and choose the control that most effectively
eliminates the hazard or minimises the risk in the circumstances. This may involve a single
control measure or a combination of different controls that together provide the highest level
of protection that is reasonably practicable.

Some problems can be fixed easily and should be done straight away, while others will need
more effort and planning to resolve. Of those requiring more effort, you should prioritise areas
for action, focusing first on those hazards with the highest level of risk.

The hierarchy of risk control

The ways of controlling risks are ranked from the highest level of protection and reliability to
the lowest as shown below. This ranking is known as the hierarchy of risk control. The
Regulations require duty holders to work through this hierarchy when managing risk under the
Regulations.

Level 1
Eliminate the hazards

Level 2

Substitute the hazard with something
safer

R Isolate the hazard from people g
g Reduce the risks through engineering 8
£ controls ‘G
[ R - S =

3 £
£ v 5
s = :
2 Level 3 b
3

Reduce exposure to the hazard
using administrative actions .
Use personal protective equipment
LOWEST ; LEAST

Figure 1: hierarchy of risk control
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You must always aim to eliminate a hazard, which is the most effective control. If this is not
reasonably practicable, you must minimise the risk by working through the other alternatives
in the hierarchy.

Level 1 Control Measures

The most effective control measure involves eliminating the hazard and associated risk. The
best way to do this is by, firstly, not introducing the hazard into the workplace. For example,
you can eliminate the risk of a fall from height by doing the work at ground level.

Eliminating hazards is often cheaper and more practical to achieve at the design or planning
stage of a product, process or place used for work. In these early phases, there is greater
scope to design out hazards or incorporate risk control measures that are compatible with the
original design and functional requirements. For example, a noisy machine could be designed
and built to produce as little noise as possible, which is more effective than providing workers
with personal hearing protectors.

You can also eliminate risks by removing the hazard completely, for example, by removing
trip hazards on the floor or disposing of unwanted chemicals.

It may not be possible to eliminate a hazard if doing so means that you cannot make the end
product or deliver the service. If you cannot eliminate the hazard, then eliminate as many of
the risks associated with the hazard as possible.

Level 2 Control Measures

If it is not reasonably practicable to eliminate the hazards and associated risks, you should
minimise the risks using one or more of the following approaches:

e Substitute the hazard with something safer
For instance, replace solvent-based paints with water-based ones.
e Isolate the hazard from people

This involves physically separating the source of harm from people by distance or
using barriers. For instance, install guard rails around exposed edges and holes in
floors; use remote control systems to operate machinery; store chemicals in a fume
cabinet.

e Use engineering controls

An engineering control is a control measure that is physical in nature, including a
mechanical device or process. For instance, use mechanical devices such as trolleys
or hoists to move heavy loads; place guards around moving parts of machinery; install
residual current devices (electrical safety switches); set work rates on a production line
to reduce fatigue.
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Level 3 Control Measures

These control measures do not control the hazard at the source. They rely on human
behaviour and supervision, and used on their own, tend to be least effective in minimising
risks. Two approaches to reduce risk in this way are:

e Use administrative controls

Administrative controls are work methods or procedures that are designed to minimise
exposure to a hazard. For instance, develop procedures on how to operate machinery
safely, limit exposure time to a hazardous task, use signs to warn people of a hazard.

e Use personal protective equipment (PPE)

Examples of PPE include ear muffs, respirators, face masks, hard hats, gloves, aprons
and protective eyewear. PPE limits exposure to the harmful effects of a hazard but
only if workers wear and use the PPE correctly.

Administrative controls and PPE should only be used:

¢ when there are no other practical control measures available (as a last resort)
e as an interim measure until a more effective way of controlling the risk can be used
e to supplement higher level control measures (as a back-up).

How to develop and implement control options
Information about suitable controls for many common hazards and risks can be obtained from:

codes of practice and guidance material

o manufacturers and suppliers of plant, substances and equipment used in your
workplace

e industry associations and unions.

In some cases, published information will provide guidance on the whole work process. In
other cases, the guidance may relate to individual items of plant or how to safely use specific
substances. You may use the recommended control options if they suit your situation and
eliminate or minimise the risk.

Developing specific control measures

You may need to develop specific control measures if the available information is not relevant
to the hazards and risks or circumstances at your workplace. This can be done by referring to
the chain of events that were recorded during the risk assessment.

For each of the events in the sequence, ask: “What can be done to stop or change the event
occurring?”

Working through the events in the sequence will give you ideas about all possible ways to
eliminate or minimise the risk. There may be more than one solution for each of the events.

The control option you choose should be:
e one that provides the highest level of protection for people and is the most reliable —
that is, controls located towards the top of the hierarchy in Figure 1.
e available —that is, it can be purchased, made to suit or be put in place.
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e suitable for the circumstance in your workplace — that is, it will work properly given the
workplace conditions, work process and your workers.

Where the hazard or risk has the potential to cause death, serious injury or illness, more
emphasis should be given to those controls that eliminate or reduce the level of harm, than
those that reduce the likelihood of harm occurring. Make sure that your chosen solution does
not introduce new hazards.

Cost of control measures

All risks can be controlled and it is always possible to do something, such as stopping the
activity or providing instructions to those exposed to the risk. There will normally be a number
of different options between these two extremes. Cost (in terms of time and effort as well as
money) is just one factor to consider when determining the best control option.

The cost of controlling a risk may be taken into account in determining what is reasonably
practicable, but cannot be used as a reason for doing nothing.

The greater the likelihood of a hazard occurring and/or the greater the harm that would result
if the hazard or risk did occur, the less weight should be given to the cost of controlling the
hazard or risk.

If two control measures provide the same levels of protection and are equally reliable, you can
adopt the least expensive option.

Cost cannot be used as a reason for adopting controls that rely exclusively on changing
people’s behaviour or actions when there are more effective controls available that can change
the risk through substitution, engineering or isolation.

STEP 4: HOW TO REVIEW CONTROLS

The control measures that you put in place should be reviewed regularly to make sure they
work as planned. Don’t wait until something goes wrong.

There are certain situations where you must review your control measures under the
Regulations and, if necessary, revise them. A review is required:

¢ when the control measure is not effective in controlling the risk

e before a change at the workplace that is likely to give rise to a new or different health
and safety risk that the control measure may not effectively control
if a new hazard or risk is identified

o if the results of consultation indicate that a review is necessary
if a health and safety representative requests a review.

You may use the same methods as in the initial hazard identification step to check controls.
Consult your workers and their health and safety representatives and consider the following
guestions:

Are the control measures working effectively in both their design and operation?
Have the control measures introduced new problems?

Have all hazards been identified?

Have new work methods, new equipment or chemicals made the job safer?

Are safety procedures being followed?

Has instruction and training provided to workers on how to work safely been
successful?
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e Are workers actively involved in identifying hazards and possible control measures?
Are they openly raising health and safety concerns and reporting problems promptly?

¢ Isthe frequency and severity of health and safety incidents reducing over time?

e If new legislation or new information becomes available, does it indicate current
controls may no longer be the most effective?

If problems are found, go back through the risk management steps, review your information
and make further decisions about risk control. Priority for review should be based on the
seriousness of the risk. Control measures for serious risks should be reviewed more
frequently.

Quiality assurance processes may be used if you design, manufacture or supply products used
for work to check that the product effectively minimises health and safety risks. Obtain
feedback from users of the product to determine whether any improvements can be made to
make it safer

KEEPING RECORDS

Keeping records of the risk management process demonstrates potential compliance with the
Act and Regulations. It also helps when undertaking subsequent risk assessments.

Keeping records of the risk management process has the following benefits. It:

allows you to demonstrate how decisions about controlling risks were made

assists in targeting training at key hazards

provides a basis for preparing safe work procedures

allows you to more easily review risks following any changes to legislation or business
activities

o demonstrates to others (regulators, investors, shareholders, customers) that work
health and safety risks are being managed.

The detail and extent of recording will depend on the size of your workplace and the potential
for major work health and safety issues. It is useful to keep information on:

o the identified hazards, assessed risks and chosen control measures (including any
hazard checklists, worksheets and assessment tools used in working through the risk
management process)

how and when the control measures were implemented, monitored and reviewed
who you consulted with

relevant training records

any plans for changes.

There are specific record-keeping requirements in the Regulations for some hazards, such as
hazardous chemicals. If such hazards have been identified at your workplace, you must keep
the relevant records for the time specified.

You should ensure that everyone in your workplace is aware of record-keeping requirements,
including which records are accessible and where they are kept.
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